International Journal of Innovative Solutions in Engineering
2026, Vol. 2 No. 1 (pages 15-21)
DOI: 10.47960/3029-3200.2026.2.1.15

Review Article

8 OPEN ACCESS

Analysis of OAuth 2.0 Vulnerabilities Arising from Weak Implementation

Choices

Leo Petrovié?t

1Faculty of Mechanical Engineering, Computing and Electrical Engineering University of Mostar, Bosnia and Herzegovina

Abstract

This project showcases authentication and authorization frameworks,
such as OAuth 2.0 and OpenID Connect, by implementing a simplified
OAuth 2.0 system. To illustrate possible attacks on such a system, a
demonstration project is implemented using an incorrectly configured
OAuth 2.0 authentication flow and an insecure OAuth client. Solutions
are presented that both prevent potential attacks and protect user data,
even in the event of a successful attack. The demonstration shows that
a maliciously injected script can read a user's access token and send it
to the attacker, who can use it to access the user's private data,
effectively hijacking the session. This setup demonstrates that, while
OAuth 2.0 provides a secure protocol, security is undermined by weak
implementation choices. In particular, storing tokens in localStorage
and allowing XSS in the client can completely defeat OAuth's
protections. The findings emphasize that protocol security does not
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guarantee overall system security without secure practices.

1 Introduction

OAuth 2.0 is a widely adopted framework that
enables secure user authorization across web and
mobile applications. Instead of sharing credentials
directly, users can grant third-party applications
limited access to their data on a single platform
through an intermediary authorization process. This
approach underpins the "Log in with Google" or "Sign
in with Facebook" features common across the web
[1], [2]. The protocol's design is generally regarded as
secure; however, its flexibility and reliance on
implementation details often introduce critical
security risks. As PortSwigger observes, OAuth 2.0's
adaptable structure makes it "inherently prone to
implementation mistakes", and these mistakes can
expose users to severe vulnerabilities [2], [3].

Over the past decade, researchers and security
analysts have demonstrated that improperly
configured OAuth flows can allow attackers to
intercept tokens, impersonate users, or access
confidential data [2], [3], [4]-

The variety of available OAuth "flows" (or grants)
contributes to this complexity. Each flow defines a
distinct method for obtaining an access token, and
choosing the correct one depends on factors such as
the application type, the level of trust in the client,
and the desired user experience [4]. For example,
financial institutions often employ a hardened
version of OAuth known as the Financial-grade API
(FAPI) to meet stringent security and compliance
requirements [5].

In this study, we focus primarily on the Authorization
Code flow, which serves as the basis for many real-
world implementations. While this flow can be secure
when paired with Proof Key for Code Exchange
(PKCE), omitting PKCE introduces vulnerabilities that
make it valuable for demonstrating common
misconfigurations [4]. By examining this flow in a
controlled environment, we show how subtle
implementation errors - such as insecure token
storage or improper handling of user input - can
compromise even the most well-designed
authentication protocols.
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Figure 1 OAuth 2.0 Authorization Code Flow

1.1 OAuth 2.0 Flows

The OAuth 2.0 Authorization Framework supports
several different "flows" (or grants). Flows are ways
of retrieving an access token. Deciding which one is
suited for any use case depends mainly on the
application type, but other parameters weigh in as
well, like the level of trust for the client, or the
experience the users have [4]. In banking systems, for
example, a completely different authentication
approach based on OAuth 2.0 (called FAPI) is used to
harden the system [6].

This project primarily focuses on the OAuth 2.0
Authorization Code flow (without PKCE), as it is
simple, which can serve well in the demonstration,
though this flow is insecure in practice if not used
with PKCE [4]. The basic principle of how this flow
works is shown in Figure 1 - OAuth 2.0 Authorization
Code Flow.

1.2 Security Context

One common pitfall in OAuth deployments is insecure
token storage on the client side. Web single-page
applications (SPAs) typically cannot store secrets, so
developers sometimes keep tokens in places like
localStorage for simplicity [7]. OWASP warns that
public clients "do not have the possibility of storing

Response G‘ED

tokens securely” because scripts (e.g., via XSS) could
access these tokens [5][8]. Indeed, if an application
renders user-supplied HTML (for example, using
React's dangerouslySetinnerHTML) without
sanitization, an attacker can inject code that reads
and exfiltrates tokens [5], [9], [10]. Such cross-site
scripting (XSS) vulnerabilities are ranked among the
most critical web risks and can completely
undermine OAuth security [11].

2 Methodology

2.1 Introduction

In this project, a simplified OAuth 2.0 system was
constructed to demonstrate these risks. We
implement an authorization server with only
the/authorize, /token, and /register endpoints
(omitting PKCE and refresh tokens), and an API that
returns protected user data when provided a valid
access token. A React client runs a login flow and
stores the access token in localStorage, and includes
a "public note" feature that dangerously renders
unsanitized HTML. We also include an "evil" server
that collects stolen tokens and uses them to call the
API as the victim, demonstrating how a malicious
note can steal a token and allow the attacker to access
the victim user's protected resources [2], [11]. The
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project directory structure is shown in Figure 2:
Relevant Project Directory Structure. Ultimately, this
demonstration underscores that OAuth's protocol
security can be negated by poor frontend design:
insecure token storage and XSS make the system
completely vulnerable [7], [10], [12], [13].

2.2 Attack Setup and Injection

In our simulated attack, the single-page client
application includes a "public note" feature that
renders  user-supplied HTML via  React's
dangerouslySetlnnerHTML without sanitization. This
is inherently dangerous: as one security analysis
notes, using dangerouslySetinnerHTML on untrusted
input is "insanely insecure" [9]. Because it will
execute any embedded HTML or scripts on the page.
In this scenario, an attacker crafts a malicious HTML
payload containing a <script> tag. The attacker then
posts this payload (or sends it via a link) so that the
victim's browser will load the note. Because the
application blindly injects the note's content into the
DOM, the attacker's script is injected into the origin of
the client application.

2.3 Script Execution and Token Theft

When the victim user views the malicious note, the
embedded script runs immediately in the context of
the client application. Crucially, the client had
previously obtained an OAuth 2.0 access token (for
example, during login) and stored it in
window.localStorage to use for API calls. Any script
running on the page (whether legitimate or injected)
can read localStorage.

Thus, as soon as the malicious script executes, it reads
the access token from localStorage (e.g., via
window.localStorage.getitem('token')). This kind of
XSS-based theft of tokens is a known risk: if an
attacker can inject JavaScript into a page, they can
steal any access token in localStorage [5], [8], [14].

The OWASP testing guide specifically warns that
public clients using localStorage are vulnerable to
XSS, noting that "a cross-site scripting attack allows
attackers to access credentials stored in the browser"
[12]. In our simulation, the injected script thus
acquires the victim's access token.

api-server _— e
SE—
client-webapp ——

> evil-api-server — Q

Figure 2 Relevant project directory structure

auth-server
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2.4 Token Exfiltration and API Abuse

Once the malicious script has extracted the victim's
token, it exfiltrates it to the attacker's server. For
example, the script might create an HTTP GET or
POST request, as shown in Figure 3.

This causes the user's browser to send the token in a
request to the attacker's server, which logs it. With
the token in hand, the attacker can now impersonate
the victim to the resource server. The attacker's
server uses the stolen token as a Bearer credential in
an API request (e.g., Authorization: Bearer <token>)
to the protected resource endpoint. Since the token is
valid and unexpired, the API server accepts it and
returns the victim's protected data. In effect, the
attacker "becomes" the user: OAuth 2.0 tokens are
bearer tokens, so "those who hold the token can use
it" to access resources [15]. This chain of events -
from the injection of malicious HTML to XSS
execution, token reading, exfiltration, and token
misuse - completes the attack. In our demo, we walk
through each of these steps in code, illustrating how
a single XSS flaw breaks the security of the OAuth
flow.

<script>

// Example of exfiltration

// (in practice, hidden in note HTML)

fetch(
"http://evil.example.com/log?token="
+
encodeURIComponent(

window.localStorage.getItem("token")

)

)i

</script>

Figure 3 Example code that sends a token to the server
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3 Demonstration

3.1 OAuth 2.0 Authorization Server

The demo implements an OAuth 2.0 authorization
server using the Bun JavaScript runtime and the
Hono web framework. (Bun is a new ]S runtime
similar to Node.js [16]. Hono is a lightweight
framework that runs on Bun.) The auth server
exposes the standard endpoints: GET /authorize (to
initiate authorization), POST /token (to exchange an
authorization code for tokens), and POST /register
(to dynamically register a new client). We use the
Authorization Code flow without PKCE for
demonstration purposes. This wouldn't usually be
done since our client is a browser-based SPA that
cannot keep a secret [4], [17]. In practice, this means
the client sends a code_challenge in the /authorize
request and later proves it by sending a code_verifier
with the /token request. (The server checks the
verifier's hash to bind the code to the client.) Either
way, upon successful token issuance, the /token
endpoint returns a response such as the one shown in
Figure 4.

The client then uses this access token (a signed JWT
in our implementation) to call protected APIs. (For
brevity, the server in our demo does not issue refresh
tokens, focusing instead on access tokens.)

3.2 Resource API Server

A separate Bun/Hono service acts as the resource
(API) server. This server's endpoints check incoming
requests for a valid access token (for example, in the
Authorization: Bearer <token> header). If the token is
present and valid, the API returns protected user data
(e.g., the user's profile JSON). An example of a GET
request to /api/userinfo with a valid token is shown
in Figure 5.

HTTP/1.1 200 OK
Content-Type: application/json
{
"user":
"email":

}

"alice",
"alicenexample.com"

HTTP/1.1 200 OK
Content-Type: application/json

{
"access_token": "ABC123",
"token_type": "Bearer",
"expires_in": 3600

}

Figure 4 Example HTTP response from authorization server

Figure 5 Example HTTP response from API server

If the token is missing or invalid, the API returns an
error (401 Unauthorized). In the attack scenario,
once the attacker's server has stolen the victim’s
token, it will send such an API request using that
token to retrieve the user's data.

3.3 Client Application (React + Vite)

The client is a React single-page application built
with Vite. It has a "Login" button that starts the OAuth
flow; clicking it redirects the browser to a specially
crafted URI on the authorization server. After the user
logs in, the auth server redirects back to the client's
callback route with a code. The client's callback
handler then sends a POST to /token (as above) to
obtain the access_token. The returned token is stored
in the window.localStorage, allowing it to be used in
subsequent API calls. (Note: storing in localStorage is
easy but insecure; any script on the page could read it

[18].)

The app also includes the vulnerable "public note"
feature. Users can submit a text note (e.g., via an
HTML form), and the app renders it on the page.
Crucially, the rendering code uses
dangerouslySetinnerHTML without sanitizing the
input. This means if the input contains any <script>
tags or onerror attributes, they will execute in the
React app. As noted earlier, this wuse of
dangerouslySetinnerHTML on untrusted content is
extremely dangerous [9]. In our demo, the attacker
exploits this by inserting malicious HTML into a note.
When any user views that note, the embedded
JavaScript runs and reads the stored access token.

3.4 Malicious ("Evil") Server

The "evil" server is a simple web service (written in
Bun) that simulates the attacker's backend. It exposes
an endpoint, such as GET /log, that accepts a query
parameter (e.g.,?token=...). When a request arrives, it
logs the token and then immediately uses it to call the
protected APL
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// Pseudo-code for the malicious server
app.get('/log', (req, res) => {

const token = req.query.token;

console.log("Stolen token:", token);

// Use token to call API as victim:

fetch('https://api.example.com/userinfo', {

headers: { 'Authorization': 'Bearer ' +

token }

D)

.then(apiRes => apiRes.json())

.then(data => console.log("API response:",
data));

res.send("0K");

1)

Figure 6 Example code for using a stolen access token

A pseudocode example of how this can be achieved is
shown in Figure 6, which illustrates the code for using
a stolen access token.

This shows that once the token is received, the
attacker can use it in an Authorization header to
retrieve the user's data from our API (as though they
were the legitimate client) [2]. What the attacker sees
is shown in Figure 7.

4 Mitigation

To mitigate such risks, several best practices should
be followed. First, avoid storing tokens in client-side
scripts-accessible locations. The OWASP community
specifically recommends using secure, HttpOnly
cookies for storing session tokens instead of
localStorage [12], [14]. Cookies with the HttpOnly flag
cannot be read by JavaScript, preventing XSS from
stealing them. Second, deploy a strict Content

Started server http://localhost:5002
User access token:
eyJhbGci0iJIUzIINiIsInR5cCI6IkpXVCI9.
eyJzdWIi0iJUINTI4MjImMNSOSMGRMLTRMYzIt0Tkz0C1hYjR1
OTE2YmU
xZjkilLCJIhdwQiO0iJteS1jbGl1lbnQtawQilLCJzY29wZSI6In]
1ywQiLcC
J1eHAiO0jFE3NDkzNzMyOTcsImlhdCI6MTcOOTM3Mjk5N30. hi
9KR13IB
048KXR7y3BkwtE71Z0QIKkrES5mBGpFKCkI
User data: {
sub: "e52822f5-90df-4fc2-9938-ab4b916belf9",
email: "leopetrovicllagmail.com",
}
Private data:
4fc2-9938
-ab4b916belf9

Hello user with ID e52822f5-90df-

Figure 7 Results of a successful attack

Security Policy (CSP) that disables inline scripts and
limits script sources [4], [5]. A well-configured CSP
can prevent injected scripts from running even if they
are inserted into the DOM [18], [19]. Third, always
sanitize or avoid rendering raw HTML. Instead of
using dangerouslySetInnerHTML, user input should
be passed through a robust sanitizer (for example,
DOMPurify) before insertion [9], or HTML rendering
should be avoided altogether in favor of safer
approaches. Shorter token lifetimes and the
requirement of one-time use of long-lived tokens
should also be enforced [4]. As noted by security
guides, access tokens should have short expirations
(hours or days) so that a stolen token quickly
becomes useless [15]. Refresh tokens (if used) should
be rotated and limited to mitigate theft. Finally, the
most secure way to implement OAuth 2.0 is to use an
existing, battle-tested implementation. Around 10%
of all websites using OAuth 2.0 are vulnerable simply
because they deviate from the standard protocol [20].

5 Conclusion

This demonstration highlights how client-side
implementation flaws can undermine a seemingly
secure OAuth 2.0 setup. We showed that an XSS
vulnerability in a SPA - specifically, unsanitized HTML
rendering - can allow an attacker to steal an OAuth
access token from localStorage and use it to access
protected resources as the victim. Notably, this does
not violate the OAuth protocol itself; instead, it
exploits the token after it has been issued. The lesson
is that OAuth's security guarantees assume tokens
remain confidential. If tokens are stored where
injected scripts can access them, an attacker only
needs one flaw (in this case,
dangerouslySetInnerHTML) to break the system.

In summary, the protocol-level measures in OAuth 2.0
do not automatically protect against implementation
flaws. Our proof-of-concept deliberately included
insecure practices (like storing tokens in localStorage
and rendering unsanitized HTML) to make the attack
clear. This demo is not production-ready; it is a
teaching tool. In a real application, using secure
storage (HttpOnly cookies), strict CSP, input
sanitization, and other defenses is essential to
prevent XSS-based token theft. By combining these
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countermeasures, developers can uphold OAuth 2.0's
promise of secure authorization in practice.
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